
Did you know your email 
signature  could be a
security weak point?

Your email signature could be a goldmine of info for cyber criminals.

• Cyber criminals can use this 
information to pretend to be you.

• Then trick other people into handing 
over sensitive info. Or money.

• Spoofing email signatures is a common 
tactic used to scam businesses.

• You and your team could be tricked in 
the same way.

90%
of people use a single email signature for business. 

They typically 
include a 
combination of:

Your name & 
Job title

Phone
Number

Email
Address

Website
Social Media 
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Including 
only basic 
info

2
Creating a 
standard 
signature 
for 
everyone

3
Teaching 
your team 
the risks

4
Implementing 
encryption

5
Monitoring 
for 
suspicious 
activity
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